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Fuzzy Reasoning for Wireless Awareness

Liang Cheng! and Ivan Marsicl

In hybrid communication environments where both wired and wireless links exist, performance
of the quality-of-service (QoS) provision can be enhanced if an application knows whether there
exist wireless links in the communication channel and adapts its behavior accordingly. This paper
presents a scheme using fuzzy reasoning to make applications wireless-aware. Based on the studies
of statistical patterns of round-trip time (RTT) in communication sessions via wired and wireless
links, the mean value and variance of RTTs are used as fuzzy inputs, and the confidence of existence
of wireless links in the communication channel as the fuzzy output. Simulations and experiments
show that fuzzy reasoning for wireless awareness (FURWA) is a feasible way to enhance QoS
in hybrid communication environments at the application layer. FURWA adds intelligence into
endpoints without modifying protocol stacks, and can handle scenarios where a wireless link is an

intermediate component of a communication path.
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1. INTRODUCTION

Portable computing devices, such as laptops, hand-
held computers, PDAs, palmtops, and pen-based com-
puters, have become popular in recent years. In addi-
tion, wireless products ranging from local area networks
(LANs) to wide area networks (WANSs) are becoming
commodities with the development of wireless com-
munication technologies. Wireless computing, wireless
communication, and wireless networks are becoming
common in the daily life. This naturally leads to hybrid
communication environments where both wired and
wireless communication links exist.

There is a great amount of ongoing work on pro-
visioning the current Internet with wireless accessibil-
ity and associated quality-of-service (QoS). Most of the
research efforts are concentrated on the IP protocol layer
problems such as mobile IP [13, 16] and routing proto-
cols in MANET [4, 7], while some of them are focused
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on the transport layer, such as TCP performance in wire-
less networks [5, 9]. Relatively few researchers address
the QoS problems at the application layer. One of the
difficulties in addressing the QoS problems in a hybrid
communication environment from the application’s point
of view lies in determining the characteristics of the
communication links and making the application adap-
tive to it. An important network characteristic is the
information about the existence of wireless links.

In this paper, round-trip time (RTT) data are used to
detect wireless links in the communication path. Gener-
ally speaking, a RTT is the interval between the send-
ing of a packet and receiving its acknowledgment. It
includes both the network delays, such as router-queue
delay and link-propagation delay as well as host-process-
ing delay, such as the time that takes the sender and
receiver to process the packet and the acknowledgment.
Normally, the propagation delay is a significant contribu-
tor to the round-trip time. RFC 889 [11] states that RTTs
over the wide area networks with wired links show Pois-
son distribution characteristics.

We conducted experiments on non-ambiguous mea-
surement of RTT values of communication sessions
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via both wired and wireless links. A comparison study
shows that the RTT values of communication sessions
over wired links and wireless links have different statisti-
cal patterns. Moreover, the distribution patterns are over-
lapping, so that differentiation is not possible by a simple
thresholding scheme. Based on this result, an approach is
proposed, called fuzzy reasoning for wireless awareness
(FuRWA), to embed intelligence into the application to
detect wireless links by using fuzzy logic reasoning.
Simulations and experiments are conducted to demon-
strate its feasibility.

Compared to other methods for link identifica-
tion, e.g., bandwidth measurements, FURWA is sim-
pler, faster and more network-friendly. For example,
measuring available bandwidth [8] requires saturating
the networks (“filling the volume of the pipe”). This
requires search for the current throughput value and fur-
ther requires much longer sessions than with FuRWA.

Based on FURWA, we proposed two possible appli-
cation scenarios with wireless-aware and adaptive appli-
cations. One of the scenarios rests on the unicast client-
server paradigm and the other rests on the multicast
paradigm. In the first scenario, the server provides dif-
ferent services to different clients depending on whether
a wireless link was detected during the connection estab-
lishment phase. In the second scenario, the session man-
ager creates a new multicast session in addition to the
original one. The new session carries lower data traffic
to and from the participants whose communication path
includes wireless link(s). Wireless link detection using
FuRWA takes place before the actual data are trans-
mitted.

1.1. Related Work

To our best knowledge, there is no prior work on
detecting the existence of the wireless links. Aware-
ness about the existence of wireless links is impor-
tant in improving TCP performance over the wireless
links. One approach to wireless awareness is to embed
wireless-specific mechanisms into the network and keep
the end-points wireless-unaware [1]. In this case, the
base stations or mobile switching stations support the
wireless-specific TCP protocol and make the wireless
link transparent to the applications. The restrictions are:
(i) base stations are owned and administered by differ-
ent autonomous entities that may not even be running IP
internally, (ii) the base stations need to maintain signif-
icant information, such as TCP states.

Another approach is to make end hosts wireless

Cheng and Marsic

aware. There are several efforts in this area that are
loosely related to our work. Wireless links are implicitly
detected in [3] and [17], where RTT and TCP throughput
are used to differentiate transmission losses from con-
gestion losses for TCP congestion avoidance. However,
recent research shows that such techniques do not per-
form well [2]. Sinha et al. [15] also use RTTs for loss
differentiation but in wireless WANS, so the RTTs pro-
vide more reliable information. These end-to-end mech-
anisms are focused on the TCP layer and thus have the
drawbacks of requiring protocol-stack alterations. The
method presented here focuses on enhancing the QoS at
the application layer thus avoiding modifications to the
underlying protocol stack.

Most, if not all, of the previous research on packet
communication over wireless media presumes network
topologies where the wireless link exists only as the last
hop in the communication path or all communication
links are wireless, as in MANETSs [4, 7]. Thus they do
not need to perform wireless link detection. The method
presented here can be applied to these cases as well as
to the scenario where a wireless link is an intermediate
component along the communication path.

The paper is organized as follows. Section 2 stud-
ies the statistical patterns of the RTT values over wired
and wireless links by a series of experiments. The dif-
ferences in the patterns are used to determine whether
there exist wireless links in the communication chan-
nel before the data is transmitted. The fuzzy reasoning
engine of FURWA is described in Section 3 and the sim-
ulation and experimental results are presented in Section
4. The details of the two possible application scenarios
for using FURWA in the unicast client/server paradigm
and the multicast paradigm are exposed in Section 5.
Finally, Section 6 draws conclusions and proposed future
research.

2. RTT STATISTICAL PATTERNS

Measuring RTT values is critical for TCP perfor-
mance because TCP dynamically sets an appropriate
retransmission timeout value based on the RTT measure-
ment [10]. The original method for mesuring RTT in
TCP is as follows. Every time TCP sends a datagram,
it records the time instant. When an acknowledgment
(ACK) for the datagram arrives, TCP again gets the time
instant and takes the difference between the two times
as the current RTT value. However, this method suf-
fers from the so-called retransmission ambiguity prob-
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Table I. Karn/Partridge Algorithm for Measuring RTT in TCP
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Table II. Algorithm for Measuring RTT in FUIRWA

for each datagram with sequence number i
e record the sending time instance f;;
e when ACK for datagram with sequence number i is received,
record the receiving time instant ,;;
o if datagram i without retransmission
RTT; =1 — t5i3
end if
end for

lem since an ACK acknowledges the receipt of a data-
gram rather than an individual transmission. To state it
another way, when a datagram gets retransmitted and an
ACK gets received at the sender, it is impossible to deter-
mine if the ACK should be associated with the first or
the second transmission of the datagram.

The Karn/Partridge algorithm [10] solves the
retransmission ambiguity problem by simply not taking
samples of RTT whenever TCP retransmits a datagram.
It only measures RTT for datagrams that have been sent
without retransmission. Table I shows this algorithm.

In our algorithm, the retransmission ambiguity
problem is avoided by using a unique datagram ID for
each packet sent. In other words, the algorithm for mea-
suring RTT in FuRWA is packet-ID-transmission-ori-
ented instead of datagram-sequence-number-oriented as
in TCP.

FuRWA algorithm for measuring the RTT values is
straightforward and based on the client/server model, as
presented in Table II. The algorithm uses User Datagram
Protocol (UDP) packets as probes. RTT[maxSamples] is
an array recording the sampled RTT values in a com-
munication session, where maxSamples is the maximum
number of samples per measurement.

The handshake packets are sent in a stop-and-wait
fashion rather than all at once because this yields more
accurate RTT measurements. Every packet gets pro-
cessed immediately as received at the end host, without
being delayed in a buffer.

One measurement consists of maxSamples samples
of RTT collected in a cycle shown in Table II. After each
measurement, the mean value and variance of the col-
lected RTTs are computed according to equations (3) and
(4) described in Section 3 below. All the RTTs along with
their mean value and variance are recorded in a database.
In the experiments, the measurement and computation is
conducted once every three seconds.

Two series of experiments have been conducted:
client and server communicate across the Internet or

for i = 1 to maxSamples
o the client sends a handshake packet with a unique ID, integer
i €[1,maxSamples], to the server, records the time instant g, and
starts a timer with the timeout value T.
e upon receiving the handshake packet, the server bounces the
packet back to the client with the same unique ID i. No other
computation is performed.
e when the client receives the reply packet with the ID i, it
records the receiving time instant #,, stops the timer, computes
the difference between the sending and receiving time instants,
and sets RTT[i] = ¢, — ¢
if the timer expires

RTT[i] = To

end if

end for

across a LAN. In both cases, the size of the UDP packets
is 0.5 KB. The reason for using small size packets, i.e.,
<0.5 KB, is that for small size packets link bandwidth is
not related to RTT (see, e.g., Section 1.1.4 in [14]).

The remaining parameters of interest are as fol-
lows. maxSamples is set as 128 and Ty is set to 140
ms if there exist wireless links in the communication
channel, while it is set to 100 ms otherwise. The IP
addresses of the servers in the Internet and the LAN
sessions are 152.3.17.193 and 128.6.37.99, respectively.
The IP addresses of the wired and wireless clients in both
cases are 128.6.37.117 and 128.6.37.101, respectively. A
Proxim spread spectrum wireless LAN was used in the
wireless case. A wireless laptop with RangeLAN2 7400
PC card communicates via the RangeLAN2 7510 Eth-
ernet Access Point as the base station. We believe that
wireless products from other companies should demon-
strate similar statistical patterns to those found with this
testbed. In the Internet experiments, the geographic dis-
tance between the client and the server was about 500
miles, and the Internet distance was 9 hops. These two
series of experiments were conducted continuously over
several days. The results for the mean value and variance
of RTTs are shown in Figure 1.

According to Figures 1a and 1b, the distributions of
the mean values of RTTs are very different in the wired
and wireless cases. First, the mean value in the wired
case is smaller than that in the wireless case and there is
almost no overlap between their distributions. Second,
the shape of the distribution in the wired case is more
pulse-like, unlike the wireless case where it shows sig-
nificant spreading. Thus, the RTT variance in the wired
case is smaller than in the wireless case as shown in Fig-
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Fig. 1. Distributions of RTT average and variance. (a) Distribution of
RTT average for an Internet session. (b) Distribution of RTT average
for a LAN session. (¢) Distribution of RTT variance for the Internet
session. (d) Distribution of RTT variance for the LAN session.

ures 1c and 1d. The RTT variances of both the Internet
and LAN sessions in the wired case are small while those
of the wireless case are relatively large. These character-
istics of the statistical patterns for both cases were con-
firmed by additional experiments with various small size
UDP packets.

One of the reasons for the RTT-distribution-pat-
tern differences between wired and wireless cases is that
wireless MAC (Media Access Control) standards, such
as 802.11, use three-way-handshake to avoid the hidden-
termination problem, which contributes to an additional
delay and RTT spread. In addition, wireless links have
relatively high loss-rate compared to that of wired links
due to the characteristics of physical media, which also
contributes to RTT differences due to the retransmission
at the MAC layer.

Based on this result, the existence of wireless
link(s) in the communication channel can be automati-
cally detected by analyzing the RTT distribution patterns
for the current session. However, simple algorithms such
as constant threshold are not suitable for the task since
the wired and wireless RTT distributions overlap. For
example, Figures 1a and 1b show that the RTT average
in the wired case is roughly in the range (4, 7) in the
LAN and (45, 75) in the Internet, while for the wireless
case it is in the range (25, 45) in the LAN and (75, 110)
in the Internet. Therefore, no constant threshold can dis-
tinguish these cases for both LAN and Internet sessions.
Overlaps are even more serious in diverse environments
such as transcontinental sessions so that wired and wire-
less RTT distributions overlap in a single communica-
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tion scenario, i.e., LAN only or the Internet environment
only. Similar analysis applies to RTT variances. There-
fore, a more powerful method is required to identify the
characteristics of the communication links. We use fuzzy
logic as an intelligent reasoning method for this task. We
chose it over other classification techniques such as neu-
ral networks, since fuzzy reasoning is less computation-
ally intensive.

Fuzzy logic was first introduced by L. A. Zadeh in
1965 [18], and it has since been widely used to construct
intelligent systems. In fact, fuzzy logic with its intrinsic
non-linearity has similarity with the reasoning conducted
by human beings, i.e., computing with words [19]. A key
feature of fuzzy logic is that it can deal with the uncer-
tainties that exist in physical systems. The fuzzy reason-
ing engine of FURWA uses the mean values and vari-
ances of the RTTs as the fuzzy inputs, and outputs the
confidence about the existence of wireless links in the
communication channel.

3. FUZZY REASONING ENGINE OF FURWA

3.1. Review of Fuzzy Logic Theory
3.1.1. Fuzzy Sets

Fuzzy sets have been interpreted as membership
function py associated with each element x in the uni-
verse of discourse U with a number px(x) in the interval
[0, 1] as:

px i U—1[0,1] (1

A fuzzifier maps crisp data x € U into a fuzzy set
X € U, and pyx gives the degree of membership of x
to the fuzzy set X, i.e., a real number in the range [0,
1] where 1 denotes full membership and 0 denotes no
membership. Therefore, fuzzy sets can be considered as
an extension of classical crisp sets: crisp sets only per-
mit full membership or no membership while fuzzy sets
permit partial membership.

The language of human beings has many fuzzy
words such as “cool,” “comfortable,” “hot” and so on.
Thus fuzzy sets are often expressed by words ( fuzzy lin-
guistic variables).

3.1.2. Fuzzy Rules and Fuzzy Reasoning

Each fuzzy rule in the rulebase has p antecedent
clauses that define conditions and one consequent clause
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that defines the corresponding action. As is well known,
a rule with g consequents can be decomposed into g
rules, each having the same antecedents and one differ-
ent consequent. The general form of the I/th fuzzy rule
in the rulebase is:

R' :1F x; is F! and x, is F} and

-+ xp is F), THEN y is G’ )

where F f( and G are fuzzy sets associated with the input
and output fuzzy variables x; and y, k =1, ---, p. The
information embedded in the fuzzy rules can be numeri-
cally processed by fuzzy reasoning.

3.1.3. Fuzzy Logic System

A fuzzy logic system processes crisp data at the
input and produces crisp data at the output. Therefore
a fuzzifier is used at the input of the system to convert
crisp to fuzzy data, whereas a defuzzifier is used at the
output to convert fuzzy into crisp data [12].

3.2. Fuzzy Reasoning for Wireless Awareness
(FuRWA)

The basic idea of FuRWA is motivated by the mea-
surements and studies of the RTT values of the com-
munication sessions described in Section 2. As demon-
strated, the mean value and variance of RTTs between
two communication endpoints via a wired data channel
are small, while they are relatively large when there exist
wireless links in the data channel. If the RTT values col-
lected by the application show an abnormal pattern such
as large mean value and variance, then the application
should deduce the existence of wireless link(s). Based
on this idea, the fuzzy reasoning engine of FURWA can
be realized as described below.

3.2.1. Description of the Fuzzy Input

The input variables of the fuzzy reasoning engine
are defined as the mean value ¢, equation (3), and the
biased estimate of variance §,, equation (4), of the round-
trip times ¢;, i = 1, 2, --- , maxSamples. Generally, the
RTT value ¢; ranges from zero to infinite milliseconds.
However, there are always some timers such as the con-
nection timer and retransmission timer in the connection-
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oriented applications to deal with the case of packet loss,
i.e., when RTT equals infinity. Therefore one can assume
that #; is constrained to [0, Tax] Without the loss of gen-
erality.

t=— 3)

“

According to (3) and (4) the discourse of the fuzzy
input variables ¢ and 6, should be [0, Tp.«]. Now a fuzzi-
fier is needed to convert the crisp values ¢ and 6, into
fuzzy data.

As stated in the previous section, a fuzzifier maps
a crisp data x € U into a fuzzy set x € U, where U is
the discourse of the data. Generally there are two kinds
of fuzzifiers called singleton fuzzifier and nonsingleton
fuzzifier [12]. In the first case, a crisp data x € U is
mapped into a fuzzy set X with support x;, where ux(x;)
=1 for x; = x and pux(x;) = 0 for x; # x. In the sec-
ond case, the crisp data x € U is mapped into a fuzzy
set X with support x;, where pux(x;) = 1 for x; = x and
decreases while moving away from x; = x. Conceptually,
the nonsingleton fuzzifier implies that the given input
x is most likely to be the correct value of all the val-
ues in its immediate neighborhood. However, because of
the uncertainties in the input, neighboring points are also
likely to be the correct values, but to a lesser degree. It is
up to the designer to determine the shape of the member-
ship function based on an estimate of the uncertainties
present. Generally, it is a logical choice for the member-
ship function to be symmetric about x since the effect of
uncertainties is most likely to be equal on all data.

In this paper the Gaussian membership function
px(x;) = exp [~(x — x;)>/20?] is used, where the vari-
ance o2 reflects the width (spread) of ux(x;), because
of computing simplicity and control of spread. Note that
larger values of the spread of uyx imply that more uncer-
tainties are anticipated to exist in the given data. Also
the discourses of the fuzzy input variables ¢ and 6, are
divided into three fuzzy sets as shown in Figure 2. The
corresponding fuzzy linguistic variables are S (Small),
M (Medium), and L (Large). The set of these three
fuzzy linguistic variables for fuzzy input ¢ and 6, can
be denoted as (5) and (6):
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Fig. 2. Discourse and fuzzy sets of fuzzy input variable.

S(t)={S;,M,,L,} ={F|,F},F}} ®)

S(8,) = {Ss,Ms,Ls} = (F},F3,F3) (©6)

3.2.2. Description of Fuzzy Rules and Fuzzy Output

The fuzzy rules used in the reasoning engine are
a special case of the general expression of equation (2)
where G/ is now a singleton fuzzy set, i.e., a crisp value.
The confidence about the existence of wireless links in
the communication channel is set as the output of the
fuzzy reasoning engine. Here the discourse of fuzzy out-
put variable ¢ has been divided into three singleton fuzzy
sets as shown in Figure 3.

The corresponding fuzzy linguistic variables are SC
(Strong Confidence), UC (Uncertain), and NC (No Con-
fidence). The set of these three fuzzy linguistic variables
for fuzzy output ¢ can be denoted as:

S(¢) = {SC,UC,NC} = {F},F},F}} (7

The fuzzy rules can be expressed as:
RY: IF tis F! and 6, is F2' THEN ¢is Fij ™ (8)

where [, m, n(l, m) € I, I = {1, 2, 3} and the relationship
n(l, m) can be nonlinear. The description of the specific
fuzzy rules is given in Table III.

For example, the first rule states that: IF 7 is S and 6,
is S THEN ¢ is NC. This rule means that if both the mean
value and the variance of measured RTTs are small then
there is no confidence about the existence of wireless
links in the communication channel. Another example
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Fig. 3. Discourse and fuzzy sets of fuzzy output variable.

Table III. Fuzzy Rules

o \p\t S M L
S NC NC ucC
M NC ucC ucC
L NC SC SC

rule states that: IF ¢ is L and 6, is S THEN ¢ is UC. This
means that even if the variance of RTTs is small but the
mean value of RTTs is large, the existence of wireless
links is still uncertain because it is possible that all the
test packets were lost and all the RTTs were set as the
timeout values.

3.2.3. Description of Fuzzy Reasoning

The general form of fuzzy reasoning can be
expressed as follows: for each fuzzy input pair # and 6,
the corresponding fuzzy set F of the fuzzy output ¢ has
the membership function as (9):

Br®) = Lime 1oGp (0. B (). bt @) (9)

wr(@) = Max; e ((Min(up (6), pryr (00), ppnc.m) ()
(10)

where “1” is a decompositional operator, and “o” is a
compositional operator. In this paper Max is used as
decompositional operator and Min as the compositional
operator. Then (9) can be rewritten as (10).

3.2.4. Description of the Defuzzifier

The method of gravity-of-mass (GOM) is used to
perform defuzzification. It can be expressed as (11):
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j Sur(@)dd
p=t—— (11)
5 nr(@)dd

3.2.5. Simplification

Because the fuzzy output sets are singleton ones,
the description of fuzzy reasoning and defuzzification
can be simplified and combined together to be expressed
as (12), where core(F""™) represents the core value of

n(l,m ¢
the fuzzy set Fy =

3
D welOpepcore(F3 ")

I,m=1

¢ = 12)

3
2 et (Oppr(6:)

I,m=1

4. SIMULATIONS AND EXPERIMENTS

4.1. Simulations with FuRWA

Four different simulation scenarios exist, i.e., Inter-
net or LAN session with or without wireless links. To test
the effectiveness of the fuzzy engine of FURWA, a new
dataset, which includes 10,000 data for each scenario, is
collected by the RTT measurement. The simulation was
designed as follows:

(1) Choose a scenario and set the maximum number
of detection cycles, maxCycles, for the scenario.

(2) For each cycle, randomly extract 100 consecu-
tive RTT values from the corresponding scenario
dataset collected.

(3) Compute the mean value and the variance of
these 100 RTTs as the inputs of the fuzzy rea-
soning engine.

(4) Get the output of the fuzzy reasoning engine as
the confidence of the existence of wireless links
in the communication channel.

(5) If the output is UC (Uncertain), extra detection
cycles are required to draw conclusion about the
existence of wireless links. If the number of exe-
cuted cycles is larger than maxCycles, then the
conclusion is drawn as that a wireless link exists.
Otherwise, the output (SC or NC) is used as the
conclusion of the detection.

(6) Verify whether the conclusion matches the actual
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Table IV. Algorithm of FURWA for Simulations and Experiments

count is initialized to zero;
set maxCycles;
while true do
o extract/measure 100 RTT values; // measured in experiments
e increment count by one;
e compute the mean value ¢ and variance 6, of these 100 RTTs
as the inputs of the fuzzy reasoning engine of FURWA;
e get the output of the fuzzy reasoning engine as the confidence
of the existence of wireless links in the communication channel
Lox
if ¢ € [0.3, 0.7] and count < maxCycles
continue;
else if ¢ > 0.7
wireless link exists;
else if ¢ < 0.3
wireless link does not exist;
else
wireless link exists;
end if
break;
end do

scenario. If they match, count this as a correct
detection. Otherwise count it as a false detection.

Repeat the procedure 10,000 times for each scenario.
The algorithm is summarized in Table IV. The
parameters are set as follows:

e The mean values of Gaussian membership func-
tions of the fuzzy linguistic variables S;, M;, L,
are 10, 50, and 90 respectively.

o The variances of Gaussian membership functions
of the fuzzy linguistic variables S;, M,, L, are each
20.

o The mean values of Gaussian membership func-
tions of the fuzzy linguistic variables S5, Ms, L
are 10, 20, and 30, respectively.

o The variances of Gaussian membership functions
of the fuzzy linguistic variables S5, Mg, Ls are
all 3.

e NC, UC, and SC range from [0, 0.3), [0.3, 0.7],
and (0.7, 1], respectively.

The details of other components of FuRWA are
described in Section 3. The input-output relationship of
the fuzzy reasoning engine of FURWA is illustrated in
Figure 4. The relationship is nonlinear, indicating the
potential to differentiate any RTT pattern.

The simulation results show no false detection, i.e.,
false detection rate Py = 0. Thus the relation between the
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Fig. 4. Nonlinear input-output relationship of FIRWA engine.

uncertainty rate P, and the correct detection rate P, is
P, =1-P,. Figure 5 shows the relationship between P,
and the number of detection cycles. The graph implies
that the uncertainty rate diminishes with the increasing
number of detection cycles. In fact, the results of scenar-
ios A and B show no uncertainty at all. In case an uncer-
tainty occurs due to network transient behavior, extra
detection cycles can be carried out until the uncertainty
is removed. Moreover the correctness of the simulation
is proved by the following experiments.

4.2. Experiments with FuRwWA

A simple videoconferencing tool, implemented in
the Java programming language, was used to test the
feasibility of the FURWA scheme in the LAN environ-
ment. The videoconferencing session multicasts through
a hybrid LAN that includes both fixed workstations with
wired links and a mobile laptop with wireless links. The
Proxim wireless LAN described in Section 2 was used
for the wireless connectivity. The mobile laptop was
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moved at a walking speed within a 30-meter radius from
the base station. No roaming or handoff was considered.
Both cases were tested with the laptop being in and out
of the line-of-sight of the base station.

The algorithm of FUuRWA is the same as that for
the simulations (see Table IV). Based on the simula-
tion results, we set maxCycles = 4 for the experiments
because it can deal with scenario B, and C perfectly. As
for scenario D, if the output of FuRWA is still UC after
four detection cycles, we can draw the correct conclu-
sion that there exists a wireless link. The average time
needed by the algorithm to reliably detect the existence
of wireless links ranges from 0.5 to 10 seconds, mainly
due to the measurement time.

Due to the physical constraints of wireless links
in our hybrid LAN, the packet loss rate at the mobile
laptop increases sharply from 2-4% to 80% when the
source’s traffic rate is greater than 335 Kbps. Thus the
video stream received at the mobile laptop shows unac-
ceptable jitter and sometimes all frames are lost so that
the video is frozen.
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Scenario A
Scenario B
Scenario C
Scenario D

Correct detection rate

10° 10’ 10
Maximum detection cycles

Fig. 5. Simulation results: Scenario A: Lan session without wireless
links. Scenario B: Internet session with wireless links. Scenario C:
Internet session without wireless links. Scenario D: LAN session with
wireless links.

When the FURWA scheme is used, the data traffic
to the mobile laptop is reduced because the session man-
ager is aware of the wireless links’ existence and sends
the mobile laptop a lightweight video stream via user-
defined reduced-resolution/framerate video frames.

5. APPLICATION SCENARIOS

5.1. Unicast Client/Server Paradigm

In recent decades, the client/server paradigm has
grown to be the most common design for network appli-
cations. It provides a logical breakdown of application
functionality. In an ideal environment, the server side
of the application handles all common processing, and
the client side handles user-specific processing. Today
many Internet applications are of the client/server type,
such as Web browsing, email, FTP, telnet, and so on. Our
idea for embedding wireless awareness into applications
implementing such a paradigm is illustrated in Figure 6.

In Figure 6, the fully geared client is connected with
the server by wire links such as 10BaseT, while the par-
tially geared client has wireless link(s) in its communi-
cation channel to the server. It is also assumed that the
clients have sufficient computing power to handle RTT
computation in real time.

As Figure 6 shows, there is a wireless-aware con-
nection proxy at the server side. When a client asks for
a connection and service, it first communicates with the
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Fig. 6. Wireless awareness in the unicast client/server paradigm.

proxy that measures the round trip time and uses the
fuzzy reasoning engine to draw a conclusion about the
existence of the wireless links.

The server provides different levels of quality-of-
service (QoS) to different clients based on the conclusion
drawn by the wireless-aware connection proxy. Thus,
a live video server can send high-resolution/framerate
video streams to the fully geared clients and normal or
low-resolution video streams to partially geared clients
to adapt to the limited bandwidth, high packet loss rate,
and stringent power constraints of the wireless link.

5.2. Multicast Paradigm

The multicast paradigm is used when the appli-
cation features multiple participants. Thus network
resources, such as bandwidth, are used in an efficient
way by reducing the number of datagram copies trans-
mitted in the network.

However, if one of the participants communicates
with the multicast session via a wireless link and the
application is not aware of it, then the data channel to
that participant may easily get congested so that the per-
formance of the application will be degraded, especially
for that participant. For example, in a videoconferencing
scenario, some participants may be using mobile devices
such as wireless laptops or wearable computers. As more
participants join the session, the video streams to the
mobile devices will experience unacceptable delays and
jitter if the rate-control by the codec of the videoconfer-
encing application is not aware of the existence of the
wireless links and does not adapt to them by using lower
transmission rates.
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Fig. 7. Wireless awareness in the multicast paradigm.

Figure 7 shows the scheme to embed wireless
awareness (WA) into the multicast applications. The pro-
cedure can be described as follows:

(1) The session manager announces the original
multicast session.

(2) A participant who wants to join the session
handshakes with the session manager via a sep-
arate point-to-point channel so that the informa-
tion about the round-trip time gets collected. If
the session manager concludes that the partici-
pant is partially geared, it creates a new multicast
session for partially geared participants, if such
does not already exist, and requests the partially
geared participant to join the new session. Other-
wise the participant joins the original session.

(3) The session manager acts as a bridge between
the new session and the original one. In fact, it
receives the traffic streams from one session and
converts them to suit the other session and dis-
patches the converted stream to the other ses-
sion. Finally, every participant can send its data
stream to and receive the data streams from
others via the corresponding multicast session.

The videoconferencing application used in the
experiment reported in Section 4 serves as an example.
After the session manager announces the videoconfer-
encing session, participants can join, send and receive
the live video streams. The session manager will do the
following during the videoconferencing session:

o Create a new multicast session for the partici-
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pants communicating via wireless channels such
as those using mobile laptops.

Notify videoconferencing applications running on
the mobile laptops to send and receive low-
resolution/framerate video streams instead of nor-
mal ones.

« Receive normal-resolution/framerate video streams
from the original session, convert them into low-
resolution/framerate streams and send them to the
new session.

Receive low-resolution/framerate video streams
from the new session, convert them into normal-
resolution/framerate streams and send them to the
original session.

In this way, traffic is properly adjusted for the wire-
less links so to avoid congestion, and all the partici-
pants can receive acceptable video streams except for
the resolution/framerate difference between the fully and
partially geared participants.

6. CONCLUSIONS

In hybrid communication environments, in which
there exist both wired and wireless communication links,
performance of QoS provision can be enhanced by
knowing whether there exist wireless links in the com-
munication channel, and making the application adap-
tive to it. In fact, for the application to achieve behavior
adaptation, it first needs to be aware of the network char-
acteristics. Awareness is the bsis of adaptation.

This paper presents a scheme called FURWA ( fuzzy
reasoning for wireless awareness), which uses RTT dis-
tribution analysis to make applications wireless-aware.
Based on the studies of different statistical patterns of
round-trip time over wired and wireless links, the mean
value and variance of RTTs are used to distinguish wire-
less links. This information is input into a fuzzy rea-
soning engine and the output is the confidence about
the existence of wireless links in the communication
channel. According to the simulation and experimental
results, FURWA is a feasible way to enhance quality-of-
service in hybrid communication environments.

FuRWA differs from other approaches by provid-
ing QoS at the application layer. Another distinguishing
point is that it can deal with the scenario where a wireless
link is an intermediate component along the communi-
cation path.

As part of our future research, we plan to continue
with thorough investigation and analysis of the RTT dis-
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tribution patterns in both the Internet and LAN environ-
ments. In complex hybrid communication scenarios such
as transcontinental communications with large distances
and different backbone qualities, the wireless LAN delay
and Internet delay for a wireless user could be either
smaller or greater than the Internet delay alone for a
wired user, depending on their respective Internet delays.
We will investigate the robustness of FuRWA in such
environments.

We are also exploring further possibilities of apply-
ing the FURWA scheme as part of a general wireless
awareness framework [6], integral with throughput mea-
suring tools. We believe that the needs of Web informa-
tion transfer and display in hybrid communication envi-
ronments may be best met by combining FIRWA with
recent World Wide Web technologies, such as XML. By
the combination of content description via XML, con-
tent presentation via HTML scripting, content choice
via a wireless-aware engine, and separation of content
description, presentation and choice, it is possible to
provide a compelling solution for small mobile devices
or low computing-power devices to communicate opti-
mally with other computers in hybrid communication
networks.
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